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1. Downloading the ESS QCA installation package for macOS

The installation package with all necessary components can be downloaded from the ESS QCA website -
https://essqca.e-smartsys.com on the “Download software” page, by clicking the link “ESS QCA macOS
Installation package”.

Before use make sure to unpack the zip package. Locate the file in the Downloads folder or in the desktop folder
and double click the file to unpack it. After this step you can begin installing the necessary software components
for using the ESS QCA qualified certificate for electronic signatures.

2. Installing the ESS QCA chain of trust

ESS QCA chain of trust consists of the Root CA and Issuer CA certificates which are located inside the
,Ceritificates” folder inside the installation package. These certificates must be imported to the local MACOS
computer to establish the trust between the machine and user certificate.

2.1. Importing the Root CA certificate

2.1.1. For qualified certificates for electronic signature issued before 08.04.2024.

Root CA (ESS RQCA) can be imported in the following way:

1. Double-clicking the “ESS RQCA.cer” certificate. Depending on the rights of the user and the number of users
present on the machine, importing can be done in two ways:
a) Ifthereis only 1 user account and/or if you have all user rights on the machine, double-clicking the “ESS
RQCA.cer” certificate, importing begins automatically.
b) If there are more accounts and/or you don’t have all the user rights on the machine, double-clicking the
“ESS RQCA.cer” certificate will open the import verification window where you must choose the Keychain
“Login” as shown in picture 1 and click on the “Add” button.

@ Add Certificates

Do vou want to add the certificate(s) from the file
“ESS RQCA.cer"” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: login H

View Certificates Cancel _m

Picture 1.

2. Inorder for the certificate “ESS RQCA.cer” to be valid, it is necessary to open the app “Keychain Access” which
can be accessed by doing the following: Launchpad > Other (folder) > Keychain Access. For the certificate to
be trusted it necessary to do the following:
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a) Locate the “ESS RQCA.cer” certificate, Keychain Login > Certificates > ESS RQCA, as shown in picture 2.

[ N ] Keychain Access B @© Q, sear
Default Keychains All lterms Passwords  Secure Notes My Certificates  Keys
. essnaca
of' Local ltems e Roct certificate suthority
- Expires: Sunday, B November 2043 at 17:01:35 Ceniral Europsan Slandard Time
System Keychains @ This roat certificate i not irusted
£ Systemn
(%) System Roats Hama ~  Kind Espires Keychain
il certificate 08112043 at 17:01:35
[¥+] lacalinet cartificata 30.1.2031. a1 12:20:50 |ogin
L v
Picture 2.

b) Double-clicking the certificate “ESS RQCA.cer” will open the certificate details, expand the field “Trust” to
see additional settings.
c) Click the field “When using this certificate” and select the option “Always trust”, as shown in picture 3.

XK ESS RQCA )

ESS RQCA

Root certificate authority

Expires: Sunday, 8 November 2043 at 17:01:35 Central European
Standard Time

© This root certificate is not trusted

O rrtifevate

b

When using this certificatt v Use System Defaults ) ?

Secure Sockets Layer (SSL

Secure Mail (S/MIME  Never Trust
Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified

Code Signing no value specified
Time Stamping no value specified
X.509 Basic Policy no value specified

Q000 @ .

Details ‘
Subject Name
Country or Region RS ‘
Organisation E-Smart Systems d.o.0.
Common Name ESS RQCA ‘

Picture 3.
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Exit the window by clicking on the X for the settings to be saved and enter the password of your user account if
necessary. Finishing these steps completes the ESS RQCA importing process.

2.1.2. For qualified certificates for electronic signature and seal issued after
08.04.2024.

Root CA (ESS RQCA) can be imported in the following way:

1. Double-clicking the “ESS RQCA V3.cer” certificate. Depending on the rights of the user and the number of
users present on the machine, importing can be done in two ways:
a) Ifthereis only 1 user account and/or if you have all user rights on the machine, double-clicking the “ESS
RQCA V3.cer” certificate, importing begins automatically.
b) If there are more accounts and/or you don’t have all the user rights on the machine, double-clicking the
“ESS RQCA V3.cer” certificate will open the import verification window where you must choose the
Keychain “Login” as shown in picture 4 and click on the “Add” button.

@ Add Certificates

Do vou want to add the certificate(s) from the file
“ESS RQCA V3.cer” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: login B

View Certificates Cancel -m

Picture 4.

2. Inorder for the certificate “ESS RQCA V3.cer” to be valid, it is necessary to open the app “Keychain Access”
which can be accessed by doing the following: Launchpad > Other (folder) > Keychain Access. For the
certificate to be trusted it necessary to do the following:

a) Locate the ,ESS RQCA V3.cer“certificate, Keychain Login > Certificates > ESS RQCA V3, as shown in picture
5.

Version 3.2 m Page 5 of 16

© E-Smart Systems d.o.o.



V/SERTIFIKACIONO
TELO

PUBLIC

© E-Smart Systems d.o.o.

'K Keychain Access O @ Qessr [}
Default Keychains All ltems Passwords Secure Notes My Certificates Keys | Certificates
d" login

ESSRQCA V3
Intermediate certificate authority
Expires: Sunday, 3 May 2043 at 02:00:00 Central European Summer Time

o Local ltems Cortitecte

System Keychains 3 "ESS RQCA V3" certificate is not trusted
£ System
(@ System Raots Name v Kind Expires Keychain
B ESSRQCAV3 certificate 03.05.2043. at 02:00:00 login
LD ESS RQCA certificate 08.11.2043. at 17:01:356 login
Picture 5.

b) Double-clicking the certificate “ESS RQCA V3.cer” will open the certificate details, expand the field “Trust”
to see additional settings.

c) Click the field “When using this certificate” and select the option “Always trust”, as shown in picture 6.

o @ ESSRQCA V3
B ESSRQCA V3
Zerdf “ | Intermediate certificate authority
E - Expires: Sunday, 3 May 2043 at 02:00:00 Central European Summer Time
© "ESS RQCA V3" certificate is not trusted
Trust

When using this certificat¢ v Use System Defaults ) ?

Secure Sockets Layer (SSL | UL EERTE S )

Secure Mail (S/MIME Never Trust
Extensible Authentication (EAP)
IP Security (IPsec)

no value specified
no value specified
Code Signing no value specified

Time Stamping
X.509 Basic Policy

no value specified

[oflo o Jo N

no value specified

Details
Subject Name

Country or Region RS

Other Name

Other Name
Organisation
Organisational Unit
Common Name

Issuer Name
Country or Region
Other Name

Other Name
Organisation
Organisational Unit
Common Name

VATRS-101833141
MB:RS-17247565
E-Smart Systems d.o.o.
ESS QCA

ESS RQCA V3

RS

VATRS-101833141
MB:RS-17247565
E-Smart Systems d.o.o.
ESS QCA

ESS RQCA V3

Picture 6.

Exit the window by clicking on the X for the settings to be saved and enter the password of your user account if
necessary. Finishing these steps completes the ESS RQCA V3 importing process.
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2.2. Importing the Issuer CA certificate

2.2.1. For qualified certificates for electronic signature issued before 08.04.2024.

Issuer CA (ESS IQCA) can be imported in the following way:

1) Itis necessary to double-click the “ESS IQCA1(3).cer” certificate and perform the importing process.
Depending on the rights of your user account and the number of users on the machine, importing can be
done in two ways:

a) If there is only one user and/or you have all the user rights on the machine, double-clicking the “ESS
IQCA1(3).cer” certificate starts the process automatically.

b) If there are more user accounts and/or you don’t have all the user rights on the machine, double-clicking
the “ESS IQCA1(3).cer” certificate will open the certificate import window where you must choose the
Keychain “Login” option, as shown in picture 7 and click the “Add” button which will start the import
process.

@ Add Certificates

Do vou want to add the certificate(s) from the file
“ESS IQCA1l.cer" to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: login a

View Certificates Cancel _m

Picture 7.

2) In order for the certificate “ESS IQCA1(3).cer” to be valid, it is necessary to open the app “Keychain Access”
which can be accessed by doing the following: Launchpad > Other (folder) > Keychain Access. For the
certificate to be trusted it necessary to do the following:

a) Locate the ,ESS IQCA1(3).cer“certificate, Keychain Login > Certificates > ESS IQCA1, as shown in picture 8.

Version 3.2 m Page 7 of 16

© E-Smart Systems d.o.o.



V/SERTIFIKACIONO

TELO

PUBLIC

© E-Smart Systems d.o.o.

[ NON ]

Default Keychains
o login

o' Local Items
System Keychains
B System

(@) System Roots

Keychain Access

All ltems  Passwords

Name

BA ESS IQCA1V3
[5] ESS IQCAT

Secure Notes

U ©

Q ess igca

My Certificates Keys = Certificates

ESS IQCATV3

Intermediate certificate authority
Expires: Wednesday, 4 May 2033 at 02:00:00 Central European Summer Time
€ "ESS IQCA1 V3" certificate is not trusted

v Kind

certificate
certificate

Expires

04.05.2033. at 02:00:00
04.06.2029. at 15:35:06

Keychain

login
login

Picture 8.

b) Double-clicking the certificate “ESS IQCA1(3).cer” will open the certificate details, expand the field “Trust”
to see additional settings.
c) Click the field “When using this certificate” and select the option “Always trust”, as shown in picture 9.

ESSIQCA1V3

eoce
= ESS IQCA1 V3
et | pntermediate certificate authority
I

|

‘When using this certificate

Secure Sockets Layer (SSL
Secure Mail (S/MIME

Extensible Authentication (EAP)

IP Security (IPsec)
Code Signing
Time Stamping
X.509 Basic Policy

Details

Subject Name
Country or Region RS

Expires: Wednesday, 4 May 2033 at 02:00:00 Central European Summer Time
© “ESS IQCAT V3" certificate is not trusted

Use System Defaults ) ?

Always Trust
Never Trust

no value specified
no value specified
no value specified

no value specified

[ B o R o <> S—

no value specified

Other Name VATRS-101833141
Other Name MB:RS-17247565
Organisation E-Smart Systems d.o.o.

‘Organisational Unit ESS QCA

Common Name ESS IQCAT V3

Issuer Name
Country or Region RS

Other Name VATRS-101833141
‘Other Name MB:RS-17247565

Organisation E-Smart
Organisational Unit ESS QCA

Systems d.o.0.

Common Name ESS RQCA V3

Serial Number 00 F3 9A C9 48 87 71 3E 31 87 CB AB E4 6A 14 27

Version 3

Signature Algorithm RSA-PSS Signature Scheme ( 1.2.840.113549.1.1.10 )

Parameters 54 bytes:

: 30 34 AQ OF 30 0D 06 09 ...

Picture 9.

Exit the window by clicking on the X for the settings to be saved and enter the password of your user account if
necessary. Finishing these steps completes the ESS IQCA1(3) importing process.
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2.2.2. For qualified certificates for electronic signature issued after 08.04.2024.
Issuer CA (ESS IQCA) can be imported in the following way:

1) Itis necessary to double-click the “ESS IQCA1 V3.cer” certificate and perform the importing process.
Depending on the rights of your user account and the number of users on the machine, importing can be
done in two ways:

a) If there is only one user and/or you have all the user rights on the machine, double-clicking the “ESS
IQCA1 V3.cer” certificate starts the process automatically.

b) If there are more user accounts and/or you don’t have all the user rights on the machine, double-clicking
the “ESS IQCA1 V3.cer” certificate will open the certificate import window where you must choose the
Keychain “Login” option, as shown in picture 10 and click the “Add” button which will start the import
process.

@ Add Certificates

Do vou want to add the certificate(s) from the file
“ESS IQCA1 V3.cer” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: login E

View Certificates Cancel _ﬁaﬁ

Picture 10.

2) In order for the certificate “ESS IQCA1 V3.cer” to be valid, it is necessary to open the app “Keychain Access”
which can be accessed by doing the following: Launchpad > Other (folder) > Keychain Access. For the
certificate to be trusted it necessary to do the following:

a) Locate the ,ESS IQCA1 V3.cer“certificate, Keychain Login > Certificates > ESS IQCA1 V3, as shown in
picture 11.
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e0e® Keychain Access O ® Qessiga (]

Default Keychains All ltems
o login

o' Local Items

Passwords Secure Notes My Certificates Keys = Certificates

ESS IQCATV3

Intermediate certificate authority

Expires: Wednesday, 4 May 2033 at 02:00:00 Central European Summer Time
€ "ESS IQCA1 V3" certificate is not trusted

System Keychains

B System
|f] System Roots Name v Kind Expires Keychain
B ESsIQCA1Vv3 certificate 04.05.2033. at 02:00:00 login
[Z] ESS 1QCA1 certificate 04.06.2029. at 15:35:06 login
Picture 11.

b) Double-clicking the certificate “ESS IQCA1 V3.cer” will open the certificate details, expand the field
“Trust” to see additional settings.
c) Click the field “When using this certificate” and select the option “Always trust”, as shown in picture 12.

[ ] [ ) ESS IQCA1V3
= ESSIQCA1V3
st | intermediate certificate authority
| = | s 4 May 2033 at :00 Central European Summer Time

B "ESS IQCA1 V3" certificate is not trusted

|

‘ When using this certificat¢ + Use System Defaults ) ?

Secure Sockets Layer (Ssl
Secure Mail (S/MIME Never Trust

Extensible Authentication (EAP) no value specified

IP Security (IPsec) no value specified

Code Signing no value specified

Time Stamping no value specified

[ B oW M > S—
-

X.509 Basic Policy no value specified

Details
Subject Name ‘
Country or Region RS

Other Name VATRS-101833141 ‘

Other Name MB:RS-17247565
Organisation E-Smart Systems d.o.o. ‘
Organisational Unit ESS QCA ‘

Common Name ESS IQCA1 V3

Issuer Name ‘
Country or Region RS
Other Name WATRS-101833141 ‘
‘Other Name MB:RS-17247565
‘Organisation E-Smart Systems d.o.o0. ‘
Organisational Unit ESS QCA
Common Name ESS RQCA V3

S

Serial Number 00 F3 9A C9 48 87 71 3E 31 B7 CB AB E4 6A 14 27
Version 3
Signature Algorithm RSA-PSS Signature Scheme ( 1.2.840.113549.1.1.10 )
Parameters 54 bytes: 30 34 A0 OF 30 0D 06 09 ...

Picture 12.

Exit the window by clicking on the X for the settings to be saved and enter the password of your user account if
necessary. Finishing these steps completes the ESS IQCA1 V3 importing process.
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2.2.3. For qualified certificates for electronic seal

Issuer CA (ESS IQCA) can be imported in the following way:

1) Itis necessary to double-click the “ESS IQCA2 V3.cer” certificate and perform the importing process.
Depending on the rights of your user account and the number of users on the machine, importing can be
done in two ways:

a) If there is only one user and/or you have all the user rights on the machine, double-clicking the “ESS
IQCA2 V3.cer” certificate starts the process automatically.

b) If there are more user accounts and/or you don’t have all the user rights on the machine, double-clicking
the “ESS IQCA2 V3.cer” certificate will open the certificate import window where you must choose the
Keychain “Login” option, as shown in picture 13 and click the “Add” button which will start the import
process.

@ Add Certificates

Do vou want to add the certificate(s) from the file
“ESS IQCA2 V3.cer” to a keychain?

New root certificates should be added to the login keychain for the
current user, or to the System keychain if they are to be shared by all
users of this machine.

Keychain: login E

View Certificates Cancel dd

Picture 13.
2) In order for the certificate “ESS IQCA2 V3.cer” to be valid, it is necessary to open the app “Keychain Access’
which can be accessed by doing the following: Launchpad > Other (folder) > Keychain Access. For the

certificate to be trusted it necessary to do the following:
a) Locate the ,ESS IQCA2 V3.cer“certificate, Keychain Login > Certificates > ESS IQCA2 V3, as shown in

picture 14.

J
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-
o0 e Keychain Access O ® Qessigca Q
QRREIEEsychains Allltems ~ Passwords ~Secure Notes My Certificates  Keys | Certificates
o login

= ESS1QCA2 V3
of Local Items 'Ml://","/r Intermediate certificate authority
= Expires: Wednesday, 4 May 2033 at 02:00:00 Central European Summer Time

System Keychains @ "ESS IQCA1 V3" certificate is not trusted

@ System

(@) System Roots Name v Kind Expires Keychain
¥ ESSIQCA2 V3 certificate 04.05.2033. at 02:00:00 login
=] Ess 1QCA1 certificate 04.06.2029. at 15:35:06 login

Picture 14.

b) Double-clicking the certificate “ESS IQCA2 V3.cer” will open the certificate details, expand the field “Trust”
to see additional settings.
c) Click the field “When using this certificate” and select the option “Always trust”, as shown in picture 15.

[ ] [ ESS IQCA1V3

ESS IQCA2V3
Intermediate certificate authority
| = ¢ | Expires: Wednesday, 4 May 2033 at 02:00:00 Central European Summer Time

@ "ESS IQCA1 V3" certificate is not trusted

When using this certificat¢ « Use System Defaults ) ?

Secure Sockets Layer (SS
Secure Mail (S/MIME Never Trusf

Cortifioate:

Extensible Authentication (EAP)
1P Security (IPsec)

Code Signing

Time Stamping

X.509 Basic Policy

no value specified
no value specified
no value specified
no value specified

no value specified

Details
Subject Name
Country or Region
Other Name
Other Name
Organisation
Organisational Unit
Common Name

Issuer Name
Country or Region
Other Name

Other Name
Organisation
Organisational Unit
Common Name

RS

VATRS-101833141
MB:RS-17247565
E-Smart Systems d.o.o.
ESS QCA

ESS IQCA2 V3

RS

VATRS-101833141
MB:RS-17247565
E-Smart Systems d.o.o.
ESS QCA

ESS RQCA V3

Slika 15.

Exit the window by clicking on the X for the settings to be saved and enter the password of your user account if
necessary. Finishing these steps completes the ESS IQCA2 V3 importing process.

Version 3.2 Page 12 of 16

PUBLIC

© E-Smart Systems d.o.o.



qa(semmmcuouo " PUBLIC |

TE LO © E-Smart Systems d.o.o.

3. Installing the ESS QCA SafeNet Authentication Client middleware on
macOS

For the macOS computer to recognize the chip on which the qualified certificates are located it is necessary to
install the SafeNet driver (SafeNet Authentication Client). The “SafeNet Authentication Client macOS” folder
contains installation packages for macOS middleware.

Double-clicking the “SafeNetAuthenticationClient.10.9.4565.0.dmg” file will unpack the installation files.
(“SafeNetAuthenticationClient.10.9.4565.0 Core.dmg” is version without Ul client) After this it is required to
double-click the package “SafeNet Authentication Client 10.9.pkg” which will start the installation process as
shown in picture 16.

Welcome to the SafeNet Authentication Client Installer

Welcome to the macOS Installation Program. You will be

® Introduction guided through the necessary steps to install this software.
Ion S For more detalils, see the SafeNet Authentication Client
Administrator Guide.
THALES
Picture 16.

For the installation to be successful it is necessary to click “Continue”, then “Continue” again, after this click
“Agree” on the license agreement window and finally “Install” (If you have a login password or pin, a prompt will
appear where you will have to enter it to continue with the installation). If the installation process has finished,
you will see a “The installation was successful” window as shown in picture 17. Click “Close” and carry on.
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® ‘& Install SafeNet Authentication Client 8

The installation was completed successfully.

Introduction

Licence
Destination Select

Installation Type

% Installation

The installation was successful.

® Summary
The software was installed.

THALES

Picture 17.

If any problems occur, please, submit a ticket through our web form or write a mail to:
gca@esshitsupport.zohodesk.eu — our team will respond as soon as possible.

4. Installing the Thales-Gemalto Smart Card Reader Driver on macOS

In case that macOS is not able to recognize Thales/Gemalto Smart Card Reader it is recommended to install the
provided driver. The macOS driver for Thales-Gemalto smart card readers is in , Thales - Gemalto Driver macOS”
folder, and it is installed by unpacking and running , ccid-installer1.7.0.dmg".

5. Installing the ACS Smart Card Reader Driver on macOS

If the MAC OS version is 14.1 or higher (macOS Sonoma), it may be necessary to install the ACS ACR Smart Card
Reader Driver. The ACS driver is in the “ACS Driver macOS” folder. Double-clicking the “acsccid_installer-1.1.13”
will unpack the files. After this, it is required to double-click the package “acsccid_installer.pkg” which will start
the installation process as shown in picture 18.
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f a
Welcome to the ACS CCID PC/SC Driver Installer

You will be guided through the steps necessary to install this

® Introduction
software.

Picture 18.

For the installation to be successful it is necessary to click “Continue”, then “Continue” again, after this click
“Agree” on the license agreement window and finally “Install” (If you have a login password or pin, a prompt will
appear where you will have to enter it to continue with the installation). If the installation process has finished,
you will see a “The installation was successful” window as shown in picture 19. Click “Restart” and after restarting
the computer you can tryout working with your certificate.

® ‘e Install ACS CCID PC/SC Driver &

The installation was completed successfully.

Introduction
Read Me
Licence

Destination Select

Installation T : H
netatiation Type The installation was successful.
Installation
The software was installed.
® Summary
Click Restart to begin installing the software.
A d

Picture 19.
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6. Prerequisite package verification test for working with certificates on
macOS
As a confirmation of the success of the installation of all prerequisites for working with certificates on MacOS

machines, after installation, you will see a SafeNet icon on the header as shown in picture 20(Note: if you do not
have this icon, it is necessary to locate the SafeNet client in the launchpad and launch it.

Picture 20.

When you import the certificate to your computer, the SafeNet icon in the header will light-up as shown in
picture 21 which means the certificate is ready to be utilized.

Picture 21.

If any problems occur, please, submit a ticket through our web form or write a mail to:
gca@esshitsupport.zohodesk.eu — our team will respond as soon as possible.
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